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Sign up for an account!

- generate both a public key and a private key.
e Share your public key with s.handagala@northeastern.edu.

* Suranga will send you account details and information about the tutorial



Outline

*Introduction to FPGAs in OCT
* Dev/Build workflow
* Targeting workflow

*Examples
*Vector addition (hello world)
*Encryption and decryption using two FPGAs

*Q&A
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Zink, Michael, David Irwin, Emmanuel Cecchet, Hakan Saplakoglu, Orran Krieger, Martin Herbordt, Michael Daitzman, Peter Desnoyers, Miriam
Leeser, and Suranga Handagala. "The Open Cloud Testbed (OCT): A platform for research into new cloud technologies." In 2021 IEEE 10th

International Conference on Cloud Networking (CloudNet), pp. 140-147. IEEE, 2021.
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Start a Vitis Build

* Build Machines are on NERC: New England Research Cloud

* Get a user name and IP address from Suranga
* You need to generate an SSH key pair and share your public key with us
* Walk in accounts are also available

* The example we are doing is the Hello world (vector addition) example
* git clone https://github.com/Xilinx/Vitis Accel Examples

 SW emulation, HW emulation, HW execution
V\

Focus of the tutorial

e See the handout for instructions


https://github.com/Xilinx/Vitis_Accel_Examples

Build Workflow DO ottt

W XILINX
& ms

— o1~
1

e Connect to the build machine

:57 ~o ProxyCommand="ssh ~i <private key> W 5hi%p

* Start VNC server
vncserver —geometry 1920x1080 «—— Specify the resolution

e Connect to the VNC server

ssh -L <local port>:localhost:<remote port> HONPEOXYCOMmand="SSHI=iN




Xilinx Vector Addition Example

make - TARGET=<sw_emu/hw emu/hw>
PLATFORM=/opt/xilinx/platforms/xilinx u280 xdma 201920 3
/xilinx u280 xdma 201920 3.xpfm

— / \ Hardware build
g++

| N

Host executable FPGA bitstream
(runs on host) (runs on Alveo U280)

hello world vadd.xclbin



Encryption-Decryption Demo

User logic

Network infrastructure

~

/

* Read a text file from [~ = A ; FPGA 1
ncrypt
host memory X1 oo ot CMAC and
e E d d Cloudlab | h HW
ncrypt and send over Host 1 o 4 connecting
the network $, pass-through ,"T' to Network
* AES-128 ) L |
encryption/decryption |
. I
« Receiver decrypts the [~ A f | FPGA 2
-
data C wﬂ'i’ CMAC and
Cloudlab | HW
Host 2 Decrypt | connecting
Pass-through | to Network
I
\_ ) i

UDP Stack: https://github.com/Xilinx/xup vitis network example

~

/

Encrypt/decrypt logic: https://github.com/hplp/AES implementations

100 GbE Switch


https://github.com/Xilinx/xup_vitis_network_example
https://github.com/hplp/AES_implementations

UDP Encryption/Decryption Example

To host Tohost make all INTERFACE=<0,1, 3>

g++ V++

Host executables Bitstream

host receiver 1f0 demo 1f0.xclbin
Host sender 1f0

make all INTERFACE=0

Single-port

Interface 1

Interface O

make all INTERFACE=1

100 GbE Switch Dual-port — make all INTERFACE=3
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Build Both Examples

* Hello world (vector addition) example

* git clone
https://github.com/Xilinx/Vitis Accel Examples

HW execution

* Encryption-decryption demo
e UDP stack by Xilinx
* git clone https://github.com/OCT-FPGA/udp-network-

demo
 HW execution only
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Open Cloud Testbed @

* Builds on Open Cloud Testbed
e NERC: New England Research Cloud Exploring Next-Generation Cloud Platforms
* VMs created for users VELE

* Deployment
* CloudLab

* Free for US researchers

* Bare-metal servers C l®eudlLab

* Large scale experiments
* Federate with other testbeds (CloudLab, Fabric, Chameleon Cloud)
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Facility - MGHPCC

. Puerto Rico

* Massachusetts Green High Performance

EEEE Cldudlab Computing Center — Holyoke MA

NERC — Persistent storage for hosting tools

nerc.mghpcc.org cloudlab.us

CloudLab — For flexible cloud research
(Testbed itself is a part of CloudLab)
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https://cloudlab.us/
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Architecture of OCT FPGAs * Sixteen Nodes

Host 2
PClejPCle|

* Intel Xeon 2.9 GHz, 64
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Build Machine (NERC) o0

* Xilinx Vitis
. Vitis OpenStack
» Vivado Tools VM Image

_ _
* Vitis HLS _ - ~
e Xilinx Runtime (XRT) - ~
 Deployment target platform /:O(je,frgffworm ]_, v <I/LFI)SI S _,[ FPGA bltstrea:]\
 The communication layer required to clevE o sl +
interact with the card f @ Software > (T ple |
Host code/libraries Compiler ost executable
* Development target platform l _
t
» Used to build custom applications for h L
U280 FPGAs __Results |
- \ Virtual Machine J_L /
https://www.xilinx.com/products/boards-and- ||

kits/alveo/u280.html#gettingStarted From CloudLab To CloudLab
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Zink, Michael, David Irwin, Emmanuel Cecchet, Hakan Saplakoglu, Orran Krieger, Martin Herbordt, Michael Daitzman, Peter Desnoyers, Miriam
Leeser, and Suranga Handagala. "The Open Cloud Testbed (OCT): A platform for research into new cloud technologies." In 2021 IEEE 10th

International Conference on Cloud Networking (CloudNet), pp. 140-147. IEEE, 2021.
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Deployment Workflow
Not ready Notready Ready

Sign up © ® O
o0 2 Claudlab— [=—[E8—
node0 node0 node0

Node booting Node booted up Node booted up
Profile: Select the number of nodes, Startup service Startup service
operating system, runtime tool version running finished
Startup service — Install Xilinx runtime l
and XDMA platform Terminate o Done? Run the
—
expire Experiment

CloudLab experiments are time-limited.
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Xilinx Vector Addition Example

make - TARGET=<sw_emu/hw emu/hw>
PLATFORM=/opt/xilinx/platforms/xilinx u280 xdma 201920 3
/xilinx u280 xdma 201920 3.xpfm

— / \ Hardware build
g++

| N

Host executable FPGA bitstream
(runs on host) (runs on Alveo U280)

hello world vadd.xclbin
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Build is Complete ... Move to Deployment

* Move bitstream, host executable to CloudLab

scp build dir.hw.xilinx u280 xdma 201920 3/NECONXCIDN
hello world <username>@<CloudLab IP>:

* If your build did not complete use prebuilt version
https://github.com/OCT-FPGA/prebuilt-files
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What happens? Input Vector 1

J—

-+ FPGA +

Output Vector (HW)

Vector size = 4096

Input Vector 2

Compute
kernel running
on the FPGA

N\

SW

Output Vector (SW)

TEST PASSED

Host code: https://github.com/Xilinx/Vitis Accel Examples/blob/master/hello world/src/host.cpp
Compute kernel (FPGA) code: https://github.com/Xilinx/Vitis Accel Examples/blob/master/hello world/src/vadd.cpp
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Encryption-Decryption Demo

User logic

Network infrastructure

~

/

* Read a text file from [~ = A ; FPGA 1
ncrypt
host memory X1 oo ot CMAC and
e E d d Cloudlab | h HW
ncrypt and send over Host 1 o 4 connecting
the network $, pass-through ,"T' to Network
* AES-128 ) L |
encryption/decryption |
. I
« Receiver decrypts the [~ A f | FPGA 2
-
data C wﬂ'i’ CMAC and
Cloudlab | HW
Host 2 Decrypt | connecting
Pass-through | to Network
I
\_ ) i

UDP Stack: https://github.com/Xilinx/xup vitis network example

~

/

Encrypt/decrypt logic: https://github.com/hplp/AES implementations
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https://github.com/Xilinx/xup_vitis_network_example
https://github.com/hplp/AES_implementations

VNx Basic Example:

Interface O

To host

.168.40.10

FPGA to NIC (and vice

N

ot

\e

100 GbE Switch

To host

PCle

192.168.40.12

* UDP basic example by
Xilinx

e FPGA and NIC should
be on the same host.

Details here:

https://github.com/Xilinx/xup vitis n

etwork example/blob/master/Noteb

ooks/vnx-basic.ipynb
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Research Directions: P4 on OCT

e Custom workflow
e Use Vivado
* Conventional approach: JTAG, OCT approach: PCle

* FPGASs as SmartNICs

e QOffload network functions
e Customize network stack
e Support network research

* Runtime programmability
* Live reconfiguration
* Use of FPGA hardware features
* Deployment network functions on the fly
e Reduction of network downtime



Case study: L2 Forwarding

L2 forwarding between two FPGA

nodes
* Runs at 100Gbps
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Implementation and Case Study

Host,

* Enabling P4 externs

 Utilizing FPGAs hardware libraries

* Providing additional computation
abilities

(c)
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More Tutorials and documentation

* Tutorials
* Getting started with NERC and CloudLab workflow

https://github.com/OCT-FPGA/OCT-Tutorials

* Vector addition (hello world) —
https://github.com/Xilinx/Vitis Accel Examples

e Advanced applications (network-attached FPGAs)
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Thank You

Suranga Handagala

Northeastern surang;@:)r?aor:]tfcszierm.edu M@HPCC
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